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Module Handbook | Automation & IT, M.Eng.

0.1 Program Description
Digital systems and tools are pivotal across industrial domains, revolutionizing efficiency, pro-
ductivity, and innovation. System automation and application of data and information techno-
logies are increasingly important for industrial processes.

System automation, robotics, the incorporation of industrial communication and IoT, data engi-
neering and the application of Machine Learning and AI are crucial for enabling interconnected
systems to operate as cohesive units, facilitating seamless data exchange and smart industrial
processes. Sustainable energy systems are significantly enhanced by digital tools. Control en-
gineering, closely tied to these efforts, ensures precise and efficient system behavior, driving
innovation in managing energy supply and driving manufacturing processes. This adaptability
is supported by optimization and numerical methods, which equip engineers with the skills to
address complex system challenges.

In all industrial areas, IT security is paramount, protecting the integrity and continuity of
interconnected industrial ecosystems from potential cyber threats. Data management, supported
by robust database systems, ensures the accessibility and reliability of critical information, aiding
analytics and informed decision-making across sectors.

In summary, modern digital tools and methodologies, underpinned by expertise in programming
and optimization, are critical components that drive smarter, more responsive, and sustainable
industrial operations. As technologies advance, their importance in fostering innovation and
competitiveness within the industrial sector will only grow, underscoring the comprehensive
knowledge imparted by these integrated modules.

It requires engineers who have internalized engineering thinking and action and understand their
respective engineering domain. On the other hand, they must be proficient in handling, desig-
ning and applying modern digital information technologies and data infrastructures. Therefore,
they form an important interface position between engineering and IT, enabling the effective
application of new tools in their respective industrial environments.

From a more holistic perspective, it can be observed that the scientific disciplines of computer
science and automation technology are merging into a unified field of knowledge in a large area of
overlap. Engineers in automation technology will need to engage more deeply with information
technology and computer science. For computer scientists, automation technology represents a
diverse and forward-looking field of work. New developments, such as Ubiquitous Computing
and Artificial Intelligence (AI), are creating promising new fields of work for both engineers and
computer scientists.

The Master's program in Automation & IT aims to expand the specialist knowledge and metho-
dological skills of students in the fields of automation technology and information technology,
both in depth and breadth. These fields are applied in different industrial domains that are also
taught in this Master´s program.

Furthermore, the Master's program aims to further develop the abilities to structure, process,
and make decisions on complex issues. Analytical thinking, as a prerequisite for an engineering
approach, is particularly encouraged, as well as responsible action in technical projects. Starting
with the current state of technology as a baseline, students are thus uniquely positioned to
keep pace with rapidly advancing technological development. Additionally, they are qualified
for activities in responsible positions in the fields of research, development, production, project
planning, and management, as well as for pursuing subsequent doctoral studies.

The Master's program has a standard duration of four semesters. In the first two semesters,
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through courses that focus on knowledge transfer, the technical-methodological foundation for
the Master's qualification is established. In the third semester, by working on case studies in
teams and integrated didactic reflection formats, which are based on current research projects,
not only the technical-methodological but also the social and individual competences of the
students are expanded. In the fourth semester, the students deal with a current and complex
problem and conclude the program by writing a scientific Master's thesis.

0.2 Graduate Profile
Graduates of the Master's program in Automation & IT have a solid domain knowledge in
the areas of industrial systems, energy systems and measurement systems. They are trained
in data science, optimization, automation, modelling and simulation to be able to develop and
design automation and autonomous systems, especially for the mentioned domains. Automation
systems, which are heavily influenced by developments in the field of Information Technology
(IT), typically include machines, equipment, processes, or other technical systems that can
operate autonomously depending on the level of automation.

The graduates can identify problems in an interdisciplinary and global environment, formula-
ting tasks, and solving these methodically. In doing so, they consider aspects from engineering,
information technology, business management, as well as organizational, ethical, ecological, and
social perspectives. Their methodical thinking is based on a technical-scientific foundation, en-
abling them to apply models, concepts, and theories to both familiar and new questions in the
respective application context. They utilize in-depth knowledge from the disciplines

• Infrastructure and integration industrial, energy and measurement systems,

• Modeling and simulation of technical processes,

• Advanced control, smart automation and robotics,

• Optimization,

• Data Science, Machine Learning and AI,

• Industrial communication and IT Security,

• Vertical integration of technical and business IT systems, as well as

• Digitalization of industrial production and smart grids

The graduates are qualified by their studies and the specific course contents to take up a pro-
fessional activity in the fields of cross-industrial automation and information technology. They
are especially suited for activities in the fields research and development, planning and project
engineering, as well as operation and maintenance of technical systems in which automation
and information technology methods, concepts, and technologies are applied. Upon completing
their studies, they have the option to further refine their scientific profile through subsequent
doctoral studies.

0.3 Fields of Action
The fields of action defined in the graduate profile (Chapter 2) can be directly assigned to the
central working fields of

• Research and development,

• Planning and project engineering, as well as

• Operation and maintenance,
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since the professional profiles of these three fields are characterized in everyday professional life
by typical processes that are defined in the following fields of action.

Depending on the company size and organizational structure, these fields of actions may be over-
lapping or integrated into each other, especially planning and project engineering with operation
and maintenance. Operation and maintenance engineers are also responsible for planning and
project engineering of modifications and expansions of the facilities or processes they oversee.

0.3.1 Research and Development

Research and development (R&D) encompasses all purposeful and systematic activities based
on scientific methods, with the aim of acquiring new knowledge, new technologies or new appli-
cations.

Traditionally, a distinction is made between basic research and applied research. For graduates of
the Master's program in Automation & IT, applied research is particularly important, in which
new or existing products, plants, machinery, processes, procedures, or services are developed or
improved.

According to the above definition, the goal of R&D is the acquisition and application of new
knowledge. This naturally presupposes that the engineer is familiar with the factual, conceptual,
procedural, and metacognitive knowledge relevant to the specific task in the required depth.

In research and development, engineers generate new knowledge by applying, analyzing, and
evaluating existing factual, conceptual, procedural, and metacognitive knowledge to develop or
improve new or existing products, plants, machinery, processes, procedures, or services.

R&D in the field of cross-industrial automation technology is not limited to manufacturers of au-
tomation systems or components. Nowadays, almost all technical devices, processes, machinery,
or plants contain automation components. The development and automation of these compon-
ents requires their own R&D activities that are related to the scope and complexity of these
components.

A traditional, and still successful, career path in engineering and thus in automation technology
consists of the stages Bachelor, Master, Doctorate (PhD), several years of activity in research and
development, followed by tasks in planning and project planning or operation and maintenance,
the latter usually being associated with increasing responsibility and hierarchical advancement.
Alternatively, for engineers with high scientific interest and the required qualifications, a return
to the academic world is possible by accepting a professorship.

Planning and Project Engineering

In automation technology, planning and project engineering refers to all work processes that are
required from the quotation phase to the complete commissioning of an automation system.

In the field of planning and project engineering, engineers design and implement new auto-
mation systems by selecting, procuring, configuring, and integrating subsystems into an entire
system based on solid expert knowledge to develop or improve new or existing products, plants,
machinery, processes, procedures, or services.

Manufacturing companies, which are the clients for planning and project planning services,
either have their own specialized departments focusing on planning and project planning or
assign these tasks to engineers who are active in production and maintenance. Regardless of
this organizational decision, especially in the fields of automation and electrical engineering, the
majority of planning and project engineering services are provided by external service companies
that specialize in this specific field of action. Moreover, among manufacturers of automation
systems, a trend reversal can be observed: after decades of downsizing, there has recently been
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a significant increase in personnel resources for the field of planning and project engineering.

Operation and Maintenance

The operation of (large) technical facilities is generally complex and capital-intensive. In the
power industry, manufacturing and process industries, all plants are nowadays automated with
an increasing trend. Alongside operation and maintenance, which primarily serves to ensure
the availability of the facilities, the continuous optimization of all parameters that affect the
profitability of a facility or process represents a core task for all engineers working in the areas
of operation and maintenance.

In the field of operation and maintenance, automation and IT engineers enable the operation
of facilities, machines, processes, or procedures by analyzing and evaluating the behavior of
(automation and electrical) technical systems based on their solid expertise, and repairing and
improving them as needed to achieve the generally intended profit from operating the facilities,
machines, processes, or procedures.

Integration of Planning, Project Engineering, Operation and Maintenance

Depending on the size and organizational structure of a company, engineers from the operation
and maintenance sector are also responsible for the planning and project engineering of modi-
fications and expansions of the facilities or processes they oversee. In industry, they act in this
capacity as clients for company-internal specialist units or external suppliers. In companies or
production facilities that are supported by larger employee teams, engineers with a Master's
degree or doctorate are often employed in leadership positions.

0.4 Study Plan

Module ECTS ECTS/Semester
1 2 3 4

Infrastructure and Integration of Technical Systems 12 9 3
Modeling and Simulation of Technical Systems 8 8
Optimization of Technical Systems 12 7 5
Industrial Communication and Information Security 7 7
Smart Automation and Robotics 12 8 4
Data Science, Machine Learning and AI 9 6 3
Case Studies 30 30
Master Thesis 30 30
Summe ECTS 120 30 30 30 30

0.5 Study Plan for Part Time Study

Module ECTS ECTS/Semester
1 2 3 4 5 6

Infrastructure and Integration of Technical
Systems

12 9 3

Modeling and Simulation of Technical
Systems

8 8
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Module ECTS ECTS/Semester
1 2 3 4 5 6

Optimization of Technical Systems 12 7 5
Industrial Communication and Information
Security

7 7

Smart Automation and Robotics 12 8 4
Data Science, Machine Learning and AI 9 6 3
Case Studies 30 10 20
Master Thesis 30 30
Summe ECTS 120 17 15 23 15 20 30
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1 Module
1.1 Data Science, Machine Learning and AI

Modulnummer DA-01

Modulbezeichnung Data Science, Machine Learning and AI

Art des Moduls Pflichtmodul

ECTS credits 9

Sprache Englisch

Dauer des Moduls 2 Semester

Empfohlenes Studiensemester 1., 2. Semester

Häufigkeit des Angebots Winter- und Sommersemester

Modulverantwortliche*r Prof. Dr. Thomas Bartz-Beielstein (F10)

Dozierende Prof. Dr. Thomas Bartz-Beielstein (F10)
Prof. Dr. Peter Kern (F10)

Learning Outcome

Students can

• analyze and evaluate different data pipeline architectures
• understand real-world data workflows and their trade-offs
• integrate, transform, and visualize heterogeneous data sources
• apply data modeling techniques
• enable downstream analytics and reporting using Python
• apply the principles of object-oriented programming (OOP)
• implement, train and debug neural networks
• implement machine learning (ML) algorithms
• judge the importance of human-centered artificial intelligence (AI)
• consider fairness, transparency, and ethics in AI

by

• writing and debugging Python code
• understanding bias in data
• implementing Python-based solutions using libraries like Pandas, Apache Airflow, and

SQLAlchemy
• creating relational data models and applying normalization rules
• understanding backpropagation
• choosing suitable network architectures
• analyzing generative models
• understanding and applying machine learning and artificial intelligence methods and al-

gorithms
• writing code and utilizing ML libraries (such as TensorFlow, PyTorch)
• ascertaining and evaluation correct solutions

to
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• gain hands-on experience with Python-based data pipelines, relational databases, and sca-
lable data processing—essential for roles in data engineering, analytics, and business in-
telligence.

• lay a foundational understanding of OOP in the context of data science, data engineering,
machine learning, and AI

• structure and manage data science projects more efficiently
• organize and manage data effectively and avoid redundancy
• solve practical engineering tasks in classification and prediction
• address complex problems in areas such as image recognition and predictive analytics
• mitigate bias and ensure that machine learning and AI technologies serve a broad spectrum

of human needs and values

Modulinhalte

Data Engineering

• Basic terms and architectures of databases
• Database system creation
• Python Data Pipelines – ETL workflows, automation, data validation
• Relational Databases – SQL optimization, normalization, indexing, schema management
• Data Ingestion & Storage – APIs, file handling, database integration, version control
• Data Modeling & Analytics – schema design, visualization, statistical analysis
• Deployment Basics – containerization, cloud integration

Object oriented Programming for Data Science

• Abstract data types, classes, objects, messages, instance variables, methods, encapsulation,
private and public access, class variables, constructors, class interface, class implementation

• Data structures, iterators and containers
• Design, code and test a series of object-oriented programs

• Exception handling
• Function overloading, operator overloading
• Generic types, static and dynamic binding, polymorphism, overloading
• Inheritance: Types of inheritance, construction, destruction

Machine Learning and AI

• Image classification: Data-driven approach, k-nearest neighbor, Train/val/test splits, L1/L2
distances, cross-validation

• Linear regression, logistic regression, softmax regression
• Optimization: stochastic gradient descent
• Neural Networks, Backpropagation
• Convolutional Neural Networks: Architectures, convolution / pooling layers
• Understanding and visualizing Convolutional Neural Networks

Lehr- und Lernmethoden

• Lecture
• Tutorial
• Laboratory Course
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Empfohlene Literatur

• Lutz, M.: Programming Python - Powerful Object-Oriented Programming (ISBN: 0596158106)
• Gamma, E., Helm, R.: Design Patterns - Elements of Reusable Object-Oriented Software

(ISBN: 0201633612)
• VanderPlas, J.: Python Data Science Handbook – Essential Tools for Working with Data

(ISBN: 9781491912058)
• Geron, A.: Hands-On Machine Learning with Scikit-Learn and TensorFlow - Concepts,

Tools, and Techniques to Build Intelligent Systems (ISBN: 1491962291)
• Elmasri, R, Navathe, R.: Fundamentals of Database Systems. Pearson, 7th edition, Global

Edition, 2016
• Garcia-Molina, Jeffrey D. Ullman, Widom J.: Database Systems: The Complete Book,

Pearson, 2008
• Nelli, F.: Python Data Analytics, Springer. 2015
• Moncecchi, G., Garreta, R.: Learning scikit-learn – Machine Learning in Python. 2013
• Goodfellow, I., Bengio, Y., and Courville, A.: Deep Learning. MIT press, 2016

Prüfungsformen Lernportfolio

Workload 270 h

Präsenzzeit 100 h (100 h Vorlesung)

Selbststudium 170 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine

Besonderheiten Keine

Letzte Aktualisierung am 08.10.2026
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1.2 Infrastructure and Integration of Technical Systems

Modulnummer II-01

Modulbezeichnung Infrastructure and Integration of Technical Systems

Art des Moduls Pflichtmodul

ECTS credits 12

Sprache Englisch

Dauer des Moduls 1 Semester

Empfohlenes Studiensemester 1., 2. Semester

Häufigkeit des Angebots Winter- und Sommersemester

Modulverantwortliche*r Prof. Dr. Michael Freiburg (F10)

Dozierende Prof. Dr. Michael Freiburg (F10)
Prof. Dr. Felix Hackelöer (F10)
Prof. Dr. Sebastian Kraft (F10)
Prof. Dr. Hartmut Westenberger (F10)

Learning Outcome

As the basis for future automation, data engineering and IT implementation, students can

• understand the fundamental principles of different technical systems / technical domains
• comprehend integration techniques for technical systems
• identify the challenges and solutions in system integration
• acknowledge the impact of emerging technologies

by

• reviewing current literature
• applying integration techniques
• developing the skills to design, evaluate, and implement integration solutions for connecting

disparate technical systems
• performing system analysis and design
• conducting comprehensive system analyses and design robust models that optimize the

functionality and efficiency of technical systems
• critical thinking and problem solving
• summarizing results in reports
• presenting results in oral presentations

to

• grasp the theoretical fundamentals of technical systems
• be able to integrate operational, measurement, automation, technical information and

business information systems
• identify opportunities for energy efficient improvements and sustainability
• understand the environmental, economic, and social impacts of the developed solutions
• acquire practical skills and attitudes critical for success in the engineering of technical

systems
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Modulinhalte

Measurement Systems

• Introduction to the theory of measurement systems
• Measurement process and the definition of units of measurement
• Systematics of physical effects
• Types and structure of sensors
• Concepts of measurement electronics and amplifiers
• Computer-aided measuring systems
• Measurement data acquisition and analysis and interpretation of results

Business Information Systems and Enterprise Resource Planning Systems (ERP)

• Relevance of ERP Systems in a Business Context, ERP Paradigms
• Basic Technologies and Technical Architecture
• Business Process Modelling and Application Automation
• Application Programming and Implementation of Business Functions
• Integration Patterns, Web Service Based Integration

Industrial Systems

• Manufacturing Industries
• Production Plants
• Machine Tools
• Unit Concept in Manufacturing Industries
• Manufacturing Logistics
• Industrial Robots
• AI applications in manufacturing
• Performance Optimization
• Process Industries
• Process Industries Production Plants
• Unit Concept in Process Industries
• Continuous Systems (continuous production)
• Discrete Event Systems
• Hybrid Systems (batch production)

Sustainable Energy Systems

• Electrical grids and grid components
• Energy transition and respective grid requirements
• Distributed energy resources
• Generator concepts
• Power electronics in energy systems
• Smart grids
• Power quality

Lehr- und Lernmethoden

• Lecture,
• Tutorial,
• Team Project
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Empfohlene Literatur

(A comprehensive list of appropriate literature is listed below. The bold highlighted literature
can be utilized to get an overview. During the lectures, reading recommendations are given in
respect to the subject under discussion)

• B.E.A. Saleh and M.C. Teich: Fundamentals of Photonics, Wiley, 2007
• Girod, et.al.: Signals and Systems. ISBN 0-471-98800-6
• Proakis: Digital Signal Processing. ISBN 0-13-394289-9
• Diniz, et.al.: Digital Signal Processing. ISBN 0-521-78175-2
• Vaidyanathan, P.P.: Multirate Systems and Filter Banks. ISBN 0-13-605718-7
• Chappell D. A.: Enterprise Service Bus. O’Reilly, 2004
• Josuttis N., M.: Soa in Practice. O’Reilly Media, 2007
• Van der Hoven H.: ERP and Business Processes. Llumina Press, 2009
• Current publications of major manufacturers such as ORACLE, SAP, SIEMENS
• Papailiou: Handbook of Power Systems. Springer, CIGRE
• Schwab, A.J.: Elektroenergiesysteme. Springer Vieweg.
• Rashid, M.: Energy Systems in Electrical Engineering, Springer
• Yang, P.: Renewable Energy – Challenges and Solutions, Springer, https://doi.org/10.1007/978-

3-031-49125-2

Prüfungsformen Lernportfolio

Workload 360 h

Präsenzzeit 150 h (150 h Projektarbeit)

Selbststudium 210 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine

Besonderheiten The assessment is done based on a learning portfolio, consis-
ting of project work, presentation, written examination, oral
examination.
Details are determined by the examination board at the begin-
ning of the semester. The lecturers provide details about the
assessment in the first weeks of the semester. The individu-
al artefacts/portfolio components are weighted into the final
grade as following, whereas the artefacts allocated to each sub-
module need to be passed (min. 50%):
Submodule a) Measurement Systems - 16,67% Submodule b)
Business Information Systems and Enterprise Resource Plan-
ning Systems (ERP) - 25% Submodule c) Industrial Systems
- 25% Submodule d) Sustainable Energy Systems - 33,33%

Letzte Aktualisierung am 25.09.2026
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1.3 Measurement Systems

Modulnummer MSY

Modulbezeichnung Measurement Systems

Art des Moduls Pflichtmodul

ECTS credits 2

Sprache Englisch

Dauer des Moduls 1 Semester

Empfohlenes Studiensemester 1. Semester

Häufigkeit des Angebots Wintersemester

Modulverantwortliche*r Prof. Dr. Michael Freiburg (F10)

Dozierende Prof. Dr. Sebastian Kraft (F10)

Learning Outcome

As the basis for future automation, data engineering and IT implementation, students can

• understand the fundamental principles of different technical systems / technical domains
• comprehend integration techniques for technical systems
• identify the challenges and solutions in system integration
• acknowledge the impact of emerging technologies

by

• reviewing current literature
• applying integration techniques
• developing the skills to design, evaluate, and implement integration solutions for connecting

disparate technical systems
• performing system analysis and design
• conducting comprehensive system analyses and design robust models that optimize the

functionality and efficiency of technical systems
• critical thinking and problem solving
• summarizing results in reports
• presenting results in oral presentations

to

• grasp the theoretical fundamentals of technical systems
• be able to integrate operational, measurement, automation, technical information and

business information systems
• identify opportunities for energy efficient improvements and sustainability
• understand the environmental, economic, and social impacts of the developed solutions
• acquire practical skills and attitudes critical for success in the engineering of technical

systems

Modulinhalte

• Introduction to the theory of measurement systems
• Measurement process and the definition of units of measurement
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• Systematics of physical effects
• Types and structure of sensors
• Concepts of measurement electronics and amplifiers
• Computer-aided measuring systems
• Measurement data acquisition and analysis and interpretation of results

Prüfungsformen Lernportfolio

Workload 60 h

Präsenzzeit 0 h

Selbststudium 60 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine

Besonderheiten Keine

Letzte Aktualisierung am 25.09.2026
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1.4 Optimization of Technical Systems

Modulnummer OS-01

Modulbezeichnung Optimization of Technical Systems

Art des Moduls Pflichtmodul

ECTS credits 12

Sprache Englisch

Dauer des Moduls 2 Semester

Empfohlenes Studiensemester 1., 2. Semester

Häufigkeit des Angebots Winter- und Sommersemester

Modulverantwortliche*r Prof. Dr. Thomas Bartz-Beielstein (F10)

Dozierende Prof. Dr. Thomas Bartz-Beielstein (F10)

Learning Outcome

Students can

• apply numerical methods
• develop mathematical models for technical systems
• data-driven optimization techniques

by

• translating real-world problems into computable form
• analyzing large datasets
• applying optimization algorithms (stochastic gradient descent)
• understanding bias in data
• utilizing programming and computational tools
• using “state of the art” optimization software and optimization algorithms
• using tools for visualizing model states

to

• solve optimization problems in technical systems, improving their efficiency and perfor-
mance

• identify optimal solutions using various constraints and parameters
• predict system behavior and improve decision-making processes

Modulinhalte

Numerical Methods

• Matrices
• Differences, Derivatives, and Boundary Conditions
• Inverses and Delta Functions
• Eigenvalues and Eigenvectors
• Positive Definite Matrices
• Numerical Linear Algebra: LU, QR, SVD
• Numerical integration of standard differential equation systems (linear, non-linear, formal

procedures (Runge-Kutta etc.)
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• Boundary value problems
• Differential Equations of Equilibrium
• Cubic Splines and Fourth Order Equations
• Gradient and Divergence
• Laplace’s Equation
• Finite Differences and Fast Poisson Solvers
• The Finite Element Method
• Stochastic simulation
• Design and organization of a Monte Carlo simulator

Optimization

• Optimization criteria
• Optimization basics (calculus of variation, Euler formula, Hamilton formula, maximum

principle, etc.)
• Linear Programming (LP)
• Nonlinear Programming (NLP)
• Quadratic Programming (QP)
• Integer Programming (IP)
• Direct (extrapolation-free) searching procedures (pattern search)
• Stochastic procedures (simulated annealing, evolutionary algorithms)
• Application of optimization procedures to practical problems

Data-driven Modeling and Model Optimization

• Data from real-world problems (industry, economy, science)
• Data preparation
• Linear regression, logistic regression
• Hypothesis testing
• Classification, Linear discriminant analysis
• Tree-based methods
• Sequential parameter optimization (SPO)
• Model selection
• Treatment of missing values and huge data sets
• Data visualization
• Data mining, CRISP-DM Process
• Learning, especially advanced modelling techniques: Bootstrap, bagging, meta learner

(e.g. random forests), empirical learning problems
• Evaluation of modelling results (e.g., error measures, overfitting, cross validation, precision

and recall)

Lehr- und Lernmethoden

• Lecture,
• Tutorial,
• Laboratory Course,
• Team Project

Empfohlene Literatur

(A comprehensive list of appropriate literature is listed below. The bold highlighted literature
can be utilized to get an overview. During the lectures, reading recom-mendations are given in
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respect to the subject under discussion)

• Stoer, J., et.al.: Introduction to numerical analysis. ISBN 0-387-95452-X
• Kincaid, D., et.al.: Numerical analysis. ISBN 0-534-38905-8
• Gill, P.E., Murray, W., Wright, M.: Practical Optimization. Academic Press,

London, 1989
• Edgar, T.F., Himmelblau, D.M.: Optimization of chemical processes. Mc Graw-Hill, 2001
• Gekeler, E.W.: Mathematical Methods for Mechanics with MATLAB Experiments. Sprin-

ger, Berlin 2008
• Neumann, K. und Morlock, M: Operations Research. 2. Aufl. Hanser, München 2002
• Bartz-Beielstein, T.: Experimental Research in Evolutionary Computation.

1.Aufl., Springer, Berlin 2006
• Markon, S., Kita, H., Kise, H., Bartz-Beielstein, T.: Modern Supervisory and Op-timal

Control with Applications in the Control of Passenger Traffic Systems in Build-ings. Sprin-
ger, Berlin, Heidelberg, New York, 2006

• Witten, I. H., Frank, E.: Data Mining, Hanser, 2nd ed., 2005
• Hastie, T., Tibshirani, R., Friedeman, J.: The Elements of Statistical Learning. Springer,

2001
• James, G., Witten, D., Hastie, T., and Tibshirani, R.: An Introduction to Statisti-cal

Learning with Applications in R. Springer, 4th edition, 2014
• Law, A.M., Kelton, W.D.: Simulation Modeling and Analysis. McGraw-Hill, Bos-ton, 2000
• Bartz-Beielstein, T. et al.: Experimental Methods for the Analysis of Optimization Algo-

rithms. Springer, 2010
• Williams, G.: Data Mining with Rattle and R: The Art of Excavating Data for Knowledge

Discovery. Springer, New York, 2011

Prüfungsformen Lernportfolio

Workload 360 h

Präsenzzeit 130 h (40 h Vorlesung, 90 h Projektarbeit)

Selbststudium 230 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine
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Besonderheiten The assessment is done based on a learning portfolio, consis-
ting of project work, presentation, written examination, oral
examination.
Details are determined by the examination board at the begin-
ning of the semester. The lecturers provide details about the
assessment in the first weeks of the se-mester. The individu-
al artefacts/portfolio components are weighted into the final
grade as following, whereas the artefacts allocated to each sub-
module need to be passed (min. 50%):
Submodule a) Numerical Methods - 25% Submodule b) Op-
timization - 25% Submodule c) Data-driven Modelling and
Model Optimization - 50%

Letzte Aktualisierung am 29.09.2026
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1.5 Smart Automation and Robotics

Modulnummer AR-01

Modulbezeichnung Smart Automation and Robotics

Art des Moduls Pflichtmodul

ECTS credits 12

Sprache Englisch

Dauer des Moduls 2 Semester

Empfohlenes Studiensemester 1., 2. Semester

Häufigkeit des Angebots Winter- und Sommersemester

Modulverantwortliche*r Prof. Dr. Felix Hackelöer (F10)

Dozierende Prof. Dr. Elena Algorri (F10)
Prof. Dr. Felix Hackelöer (F10)
Prof. Dr. Rainer Scheuring (F10)

Learning Outcome

Students can

• design and implement advanced control strategies
• integrate IoT devices into automation systems
• reflect specific properties of industrial automation systems and choose the right technology

for the respective problem
• apply state-of-the-art automation technologies and be able to assess their advantages and

limitations
• design, construct and program autonomous and connected robotic systems
• integrate AI algorithms to enhance the autonomy of robots
• evaluate the ethical implications of deploying smart automation and ad-vanced robotics

by

• understanding and applying linear, nonlinear, and model predictive control theory
• employing wired and wireless communication protocols
• utilizing principles of mechanics, electronics, and computing
• utilizing machine learning, computer vision and sensor fusion techniques
• reflecting on societal, environmental, and ethical considerations
• using “state of the art” analysis and design software
• summarizing results in reports
• presenting results in oral presentations

to

• optimize the operation of control systems
• enhance real-time monitoring and control capabilities
• address complex industrial challenges
• enhance reliability and autonomy of collaborative robots
• ensure responsible use of technology
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Modulinhalte

Advanced Control Engineering

• Advanced PID control (override control, etc.)
• Industrial PID controllers
• Matrix norms
• State space approach
• Interconnected systems and feedback
• Stability, Ljapunow stability and I/O stability
• Reachability, Observability and Controllability
• State feedback and output feedback
• Observers
• Multivariable poles and zeros
• Structural characteristics of non-linear systems
• Model-based predictive control systems
• Internal model control and Smith predictor
• Linear model predictive control (MPC)
• Nonlinear model predictive control (NMPC)

Smart Automation and IoT

• Introduction into Industrial IoT and ‘Industry 4.0’
• Designating factors of industrial IoT applications
• IIoT connectivity, interfaces and protocols, such as MQTT, OPC UA
• Interfacing systems via OPC UA

• Architecture of vertical and horizontal IIoT applications
• IoT platforms and cloud-based systems
• IIoT Semantics and their implementation, e.g. via OPC UA
• Digital twins
• Handling of data
• Principles and terminology of MES (ISA-95)
• Industrial implementation examples, focus on OPC UA and MQTT
• Modern automation approaches such as VPLC
• Modern programming approaches in automation

Advanced Robotics

• Introduction to robotics and Python
• ROS2
• Machine Vision and OpenCV
• Servos with Arduinos
• Microcontrollers and micro-ROS2
• Odometry
• Sensors: Ultrasound and IMU
• Monte Carlo and Kalman Filters
• Robot Localization
• Robot Navigation
• Autonomous Driving
• AI in Autonomous Driving
• Connected Driving
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Lehr- und Lernmethoden

• Lecture
• Tutorial
• Laboratory Course
• Team Project

Empfohlene Literatur

• Astrom, K.J., Hagglund, T.: Advanced PID Control, ISA, Research Triangle Park, 2006
• William, R.L., Lawrence, D.A.: Linear State-Space Control Systems. Wiley, 2007
• Liebermann, N.P.: Troubleshooting Process Plant Control. Wiley, 2008
• Meyer, H., Fuchs, F., Thiel, K.: Manufacturing Execution Systems: Optimal Design, Plan-

ning, and Deployment. Mcgraw Hill Book Co, 2009.
• Kletti, H.(Editor): Manufacturing Execution System - MES. Springer Berlin Heidelberg,

2010.
• Schleipen: Praxishandbuch OPC UA, ISBN 978-3-8343-3413-8
• Lea: Internet of Things for Architects, ISBN 978-1-78847-059-9
• http://mqtt.org/
• https://www.amqp.org/
• IEC 62443 international norm
• www.ros.org
• Akai, N. “Reliable Monte Carlo localization for mobile robots”, Journal of Field Robotics,

Vol. 40, Issue 3, pp. 595-613, 2023
• Urrea C., Agramonte, R., “Kalman Filter; Historical Overview and Review of Its Use in

Robotics 60 Years after Its Creation”, Journal of Sensors, vol. 2021, Article ID 9674015,
21 pages, 2021

• Yasuda, Y, Martins L.E., Cappablanco F., “Autonomous Visual Navigation for Mobile
Robots: A Systematic Literature Review”, ACM Computing Surveys, Vol. 53, No. 1, Issue
1, Article 13, pp 1-34, 2020

• https://academy.nvidia.com/en/
• www.opencv.org
• www.arduino.cc
• https://ubuntu.com/tutorials

Prüfungsformen Lernportfolio

Workload 360 h

Präsenzzeit 140 h (140 h Vorlesung)

Selbststudium 220 h

Empfohlene Voraussetzungen Programming in C++ and Python. Experience with Arduino
and RPi

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine
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Besonderheiten Keine

Letzte Aktualisierung am 29.09.2026
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1.6 Industrial Communication and Information Security

Modulnummer IC-01

Modulbezeichnung Industrial Communication and Information Security

Art des Moduls Pflichtmodul

ECTS credits 7

Sprache Englisch

Dauer des Moduls 1 Semester

Empfohlenes Studiensemester 2. Semester

Häufigkeit des Angebots Wintersemester

Modulverantwortliche*r Prof. Dr. Felix Hackelöer (F10)

Dozierende Prof. Dr. Felix Hackelöer (F10)
Prof. Dr. Peter Kern (F10)

Learning Outcome

Students can

• identify and describe the key components of industrial communication systems
• evaluate, plan and configure industrial IT-security systems
• implement secure communication practices
• evaluate the impact of emerging technologies

by

• understanding the principles of real-time ethernet solutions and their applications in au-
tomation including e.g. TSN, PROFINET and OPC UA

• understanding the difference of horizontal and vertical communication
• gaining detailed knowledge and experience in PROFINET regarding concept, engineering,

diagnosis and maintenance
• understanding the requirements and functionality of network devices and controllers
• analyzing and evaluating network traffic in real-time applications by means of tools
• installing and configuring network devices
• planning and commissioning of network installations
• understanding connectivity architectures, current technologies and protocols for Industrial

applications
• understanding the special prerequisites of industrial IT technologies vs. office environments
• evaluating the pros and cons of various protocols
• understanding industrial security objectives (availability, integrity, confidentiality)
• analyzing security objectives in IT and industrial automation scenarios
• comprehending international security standards for automation such as IEC 62443 or VDI

2182
• determining and evaluating system security vulnerabilities
• understanding and applying risk analysis methods to develop and evaluate measures
• evaluating typical threats, risks and measures in industrial automation scenarios
• developing methods to determine vulnerabilities
• understand encryption methodology incl. signatures
• estimating security tool limitations
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• understanding, planning and configuring firewall technology
• applying principles of cybersecurity to industrial networks
• recognizing relationships between topics such as safety and security

to

• be able to design, manage and maintain industrial automation systems
• protect critical automation and information systems against cyber threats
• anticipate and prepare for future challenges

Modulinhalte

Industrial Communication

• Ethernet-based industrial communication (focus on PROFINET)
• Functional principles of ethernet-based field bus systems
• New trends and developments such as TSN
• Network analysis of real-time Ethernet networks
• Network devices (switches, routers)
• Architecture of plant networks vs. corporate networks
• Integration of plant network and corporate network
• Practical part:
• PROFINET engineering and commissioning workshop
• Configuring network devices
• Designing and configuring PROFINET applications including M2M

IT/OT-Security

• Introduction into basic terms of IT/OT security
• The Information security management system
• International standards on IT security, e.g. IEC 62443, ISO 27001
• Cryptographic procedures as mechanisms to achieve security objectives - current crypto-

graphic standards
• IT/OT-related European regulations such as NIS2, CRA
• Principles and mechanisms of authentication
• TCP/IP based network and service security (weaknesses, attacks, examples)
• Firewall and IPS systems (application level gateways, packet filters, remote access)
• Specific requirements and conditions of industrial automation
• Threads and risk assessment, introduction into secure product design
• Security aspects of Ethernet based automation protocols
• Functional security limitations and interfaces
• Design aspects and typical architectures of secure automation devices and systems
• Vulnerability Test and development of test cases for benchmarks and audits
• Security & Safety

Lehr- und Lernmethoden

• Lecture
• Tutorial
• Laboratory Course
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Empfohlene Literatur

• Klasen, F. et al.; Industrial Communication with Fieldbus and Ethernet VDE Verlag, 2011,
ISBN 978-3-8007-3358-3

• Anderson, Ross: Security Engineering, John Wiley & Sons Inc, 2001
• Eckert, Claudia: IT-Sicherheit. Konzepte - Verfahren - Protokolle, Oldenbourg, 2006
• Schneier, Bruce: Practical Cryptography, John Wiley & Sons, 2003
• Schneier, Bruce: Secrets & Lies. IT-Sicherheit in einer vernetzten Welt, Dpunkt Verlag,

2006
• http://www.securityfocus.com (aktuelle Sicherheitsmeldungen)
• Normen und Richtlinien: Manufacturing and Control Systems Security ISA SP99
• VDE/VDI 2182
• IEC 62443 norm series
• BSI Publications on ISO 27001 / “BSI Grundschutz”
• Pohlmann, Norbert: Cyber-Sicherheit, Springer Verlag, 2022
• Schulz, Thomas: Cyber-Sicherheit für vernetzte Anwendungen in der Industrie 4.0, Vogel

Verlag, 2020
• Kobes, Pierre: Leitfaden Industrial Security, VDE Verlag, 2024

Prüfungsformen Lernportfolio

Workload 210 h

Präsenzzeit 80 h (80 h Vorlesung)

Selbststudium 130 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine

Besonderheiten Keine

Letzte Aktualisierung am 25.09.2026
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1.7 Modelling and Simulation of Technical Systems

Modulnummer MS-01

Modulbezeichnung Modelling and Simulation of Technical Systems

Art des Moduls Pflichtmodul

ECTS credits 8

Sprache Englisch

Dauer des Moduls 1 Semester

Empfohlenes Studiensemester 2. Semester

Häufigkeit des Angebots Sommersemester

Modulverantwortliche*r Prof. Dr. Michael Freiburg (F10)

Dozierende Prof. Dr. Michael Freiburg (F10)
Prof. Dr. Sebastian Kraft (F10)

Learning Outcome

Students can

• apply fundamental electrical and physical principles
• develop accurate simulations by applying mathematical and computational techniques
• address and analyze technical problems with the models and simulations
• critically evaluate and verify the outcomes of their models and simulations
• can communicate complex technical information

by

• applying modelling methods to model measurement and electrical energy systems
• evaluating advantages and disadvantages of numerical methods
• using industry-standard simulation tools to model measurement and electrical energy sys-

tems
• recreate the conditions of measurement systems and electrical energy systems
• comparing simulated results with real-world or experimental data
• preparing detailed reports and presentations

to

• predict and analyze system behaviors under various conditions
• develop a deep understanding of the behavior of technical systems
• evaluate system performance and identify potential improvements
• validate models and refine their accuracy
• effectively convey simulation methodologies, outcomes, and recommendations to technical

audiences

Modulinhalte

Modelling and Simulation of Measurement Systems

• Measurement uncertainties in measurement systems
• Sampling theorem and A/D conversion
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• Conversion of signals (D/A, D/A), discrete level and time, impact of analogue environment
• Sampling theory fundamentals, Z-transformation, mapping S-Z-plane
• Fundamentals of digitals filters, transposed systems, DFT/FFT
• Multi-rate signal processing, sample rate conversion
• Fundamentals of model development
• Simulation of a system

Modelling and Simulation of Electrical Energy Systems

• System requirements
• Grid operation

– Transmission line theory
– Stability aspects
– Network planning

• Power system protection systems
• Voltage and reactive power control
• Network modelling
• Power system simulation (load flow)
• Information system implementation
• Renewable energy modeling and forecasting
• Smart grid modeling and simulation

Lehr- und Lernmethoden

• Lecture,
• Tutorial,
• Laboratory Course,
• Team Project

Empfohlene Literatur

(A comprehensive list of appropriate literature is listed below. The bold highlighted literature
can be utilized to get an overview. During the lectures, reading recom-mendations are given in
respect to the subject under discussion)

• Brenan, K., et.al.: Numerical solution of initial value problems in differen-tial
algebraic equations. 99 TLS 1067, ISBN 0-444-01511-6

• Elgerd, O.: Electric Energy Systems Theory - An Introduction. McGraw Hill
• Mc Donald, J.: Electric Power Substations Engineering. CRC Press
• ABB: Distribution Automation Handbook - Elements of power distribution sys-tems. On-

line available.
• Schwab, A.J.: Elektroenergiesysteme. Springer Vieweg.
• Rashid, M.: Energy Systems in Electrical Engineering, Springer
• Gómez-Expósito, et al: Electric Energy Systems – Analysis and Operation, CRC Press,

2009
• Sivanagaraju, S.: Power system operation and control, Pearson, 2010
• Hewitson, L.G.; Brown, M.; Balakrishnan, R.: Practical Power System Protection. Elsevier
• Anderson, P.M.: Power System Protection. IEEE Press
• Van Cutsem, T.; Vournas, C.: Voltage stability of electric power systems. Kluwer Publisher
• Häger, U.; Rehtanz, Ch.; Voropai, N.: Monitoring, Control and Protection of Interconnec-

ted Power Systems. Springer
• Stoustrup, J.; Annaswamy, A.; Chakrabortty, A.; Qu, Z.: Smart Grid Control. Springer
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Prüfungsformen Lernportfolio

Workload 240 h

Präsenzzeit 90 h (90 h Vorlesung)

Selbststudium 150 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine

Besonderheiten The assessment is done based on a learning portfolio, consis-
ting of project work, presentation, written examination, oral
examination.
Details are determined by the examination board at the begin-
ning of the semester. The lecturers provide details about the
assessment in the first weeks of the se-mester. The individu-
al artefacts/portfolio components are weighted into the final
grade as following, whereas the artefacts allocated to each sub-
module need to be passed (min. 50%):
Submodule a) 50% Submodule b) 50%

Letzte Aktualisierung am 25.09.2026
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1.8 Case Studies

Modulnummer CS-01

Modulbezeichnung Case Studies

Art des Moduls Pflichtmodul

ECTS credits 30

Sprache Englisch

Dauer des Moduls 1 Semester

Empfohlenes Studiensemester 3. Semester

Häufigkeit des Angebots Winter- und Sommersemester

Modulverantwortliche*r Prof. Dr. Michael Freiburg (F10)

Dozierende Prof. Dr. Elena Algorri (F10)
Prof. Dr. Thomas Bartz-Beielstein (F10)
Prof. Dr. Michael Freiburg (F10)
Prof. Dr. Felix Hackelöer (F10)
Prof. Dr. Peter Kern (F10)
Prof. Dr. Sebastian Kraft (F10)
Prof. Dr. Johann Schaible (F10)
Prof. Dr. Christian Wolf (F10)

Learning Outcome

Students can

• apply theoretical knowledge to practical scenarios
• develop problem-solving skills
• foster collaborative learning

by

• engaging in group analyses of case studies
• understanding the technical or scientific problem
• identifying relevant previous work in the literature
• developing solution approaches
• evaluating the solution approaches
• selecting and implementing the best approach
• writing a report that describes the methods and the approach used
• presenting the work in a seminar

to

• enhance their analytical capabilites
• develop their abilities to solve a technical or scientific problem
• understand how concepts work in real-world contexts
• specialize in a sub-area of the Master’s programme
• be qualified for a professional career as automation engineer
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Modulinhalte

Case Study:

a) Case Study Infrastructure and Integration of Technical Systems (IITS)

b) Case Study Modelling and Simulation of Technical Systems (MSTS)

c) Case Study Optimization of Technical Systems (OTS)

d) Case Study Industrial Communication and Information Security (ICIS)

e) Case Study Smart Automation and Robotic (SAR)

f) Case Study Data Science, Machine Learning and AI (DSML)

Lecturer:

a) • f) see Lecturers

Credit Points:

a) • f) 10 CP each

Content of case studies:

The content of a case study is related to the content of the corresponding module of the master
program.

Lehr- und Lernmethoden

• Team project

Empfohlene Literatur

See other modules

Prüfungsformen Mündlicher Beitrag
Projektarbeit

Workload 900 h

Präsenzzeit 100 h (100 h Projektarbeit)

Selbststudium 800 h

Empfohlene Voraussetzungen Modules and lectures of 1st and 2nd semester

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine
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Besonderheiten Case studies have to be processed in teams. Each student must
select three case studies. Each case study must be from a dif-
ferent category (i.e. a) or b) or c) or d) or e) or f) ).
The module examination has two parts: the case study report
and the oral presenta-tion. Both parts have to be passed. The
oral presentation is included in the grade awarded, whereby
the weighting of the case study report to the oral presentation
is 3:1.
Weighting factors for finale module marking. Each case study
has a weighting factor of 10:
( 10 * x) + 10 * y) + 10 * z) ) / 30

Letzte Aktualisierung am 29.09.2026
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1.9 Master Thesis

Modulnummer MT-01

Modulbezeichnung Master Thesis

Art des Moduls Pflichtmodul

ECTS credits 30

Sprache Englisch

Dauer des Moduls 1 Semester

Empfohlenes Studiensemester 4. Semester

Häufigkeit des Angebots Winter- oder Sommersemester

Modulverantwortliche*r Prof. Dr. Michael Freiburg (F10)

Dozierende Prof. Dr. Elena Algorri (F10)
Prof. Dr. Thomas Bartz-Beielstein (F10)
Prof. Dr. Michael Freiburg (F10)
Prof. Dr. Felix Hackelöer (F10)
Prof. Dr. Peter Kern (F10)
Prof. Dr. Sebastian Kraft (F10)
Prof. Dr. Johann Schaible (F10)
Prof. Dr. Christian Wolf (F10)

Learning Outcome

A student can

• design an appropriate research methodology
• demonstrate mastery of his or her subject matter
• communicate research findings
• defend his or her research outcomes
• apply ethical considerations throughout the research process

by

• understanding the technical or scientific problem
• identifying, analyzing and evaluating relevant previous work in available literature
• developing solution approaches
• evaluating the solution approaches
• selecting the best approach
• implementing the best approach
• writing a coherent and well-structured thesis
• articulating the rationale, methodology, and implications of their findings during an oral

presentation (colloquium), demonstrating confidence and deep understanding of his or her
work

• adhering to ethical guidelines and protocols

to

• further develop and demonstrate his or her capacities for independent scientific work
• further develop and demonstrate his or her ability to solve a technical or scientific problem

on time
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• ensure the integrity and societal value of his or her work
• be qualified for a professional career as automation engineer

Modulinhalte

Lecturer:

See Lecturers

Content:

The content of the master thesis is related to the content of the modules of the Master’s pro-
gramme.

Lehr- und Lernmethoden

• Independent work
• Obligatory and voluntary consultation
• Presentation of interim results
• Presentation of the master’s degree thesis

Prüfungsformen Mündliche Prüfung (33 %)
Projektarbeit (67 %)

Workload 900 h

Präsenzzeit 60 h (60 h Projektarbeit)

Selbststudium 840 h

Empfohlene Voraussetzungen Keine

Zwingende Voraussetzungen Keine

Anwesenheitspflicht Keine

Prüfungsvorleistung Keine

Verwendung des Moduls in
weiteren Studiengängen

Keine

Besonderheiten The module examination has two parts: the thesis and the
colloquium. The colloquium is included in the grade award-
ed, whereby the weighting of thesis to colloquium is 2:1. The
module is passed if the thesis and the colloquium are passed.
Weighting factors for finale module marking:
( 20 * Thesis + 10 * Colloquium ) / 30

Letzte Aktualisierung am 29.09.2026
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